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Cryptography Tomorrow

Shor’s quantum algorithm can factorize integers and compute discrete logs
essentially as fast as using them, given a large quantum computer. This will
break RSA, (EC)DH, (EC)DSA schemes and others relying these assumptions.
To achieve future secrecy, there is an urgent need to replace those algorithms.
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Quantum Computers

▶ Quantum computers are not better; they are different

▶ They will generally be worse, but do specific things better

▶ In theory, they can break public key encryption and digital
signatures based on factoring and discrete log assumptions

▶ There are many recent developments in quantum computing
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Quantum Computers

Figure: https://sam-jaques.appspot.com/quantum_landscape_2025
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Factoring RSA

Figure: https://arxiv.org/pdf/2505.15917
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BSI Timeline
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Harvest now, decrypt later
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NIST Timeline
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NSA Timeline
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Hybrid

Figure: https://nsm.no/regelverk-og-hjelp/veiledere-og-handboker/kryptografi
ske-anbefalinger-en-veileder-fra-nsm
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Cloudflare

Figure: https:
//radar.cloudflare.com/adoption-and-usage#post-quantum-encryption-adoption
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Cloudflare

Figure: https://pq.cloudflareresearch.com
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Signal

Figure: https://signal.org/blog/pqxdh
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iMessage

Figure: https://security.apple.com/blog/imessage-pq3
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Crypto Categories
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Recall: Decisional Diffie-Hellman

Let G be a group of prime order p and g be a generator for G.

Sample a, b, c uniformly at random from Zp. The Decisional
Diffie-Hellman problem is to distinguish the two cases:

1. (g , ga, gb, gab)

2. (g , ga, gb, g c)
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Learning With Errors (LWE)
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LWE Hardness

The Learning With Errors problems gets harder when...

▶ the dimension gets larger

▶ the secret values gets larger

▶ the modulus gets smaller
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Survey

Figure: https://eprint.iacr.org/2024/1287.pdf
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ML-KEM

Figure: https://nvlpubs.nist.gov/nistpubs/fips/nist.fips.203.pdf
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Defining a KEM

Figure: https://cic.iacr.org/p/1/1/21/pdf
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Recall: ElGamal

Let G be a group of prime order p and g be a generator for G. Denote by
pp the public parameters (G, g , p).

Let the secret key sk←$ Zp be sampled uniformly at random, and let the
public key be pk = g sk, where pk is made public.

The ElGamal encryption scheme, with message m ∈ G, works as follows:

Enc : Sample uniform x ←$ Zp and encrypt as X = g x and Y = pkx ·m.

Dec : Decrypt the ciphertext (X ,Y ) to get the message m = Y · X−sk.
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ML-KEM KGen and Enc
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ML-KEM Dec
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Visualization of ML-KEM
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Classical vs Quantum-Safe Key-Exchange

35



X-Wing: Hybrid Key-Exchange

Figure: https://cic.iacr.org/p/1/1/21/pdf
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HQC

Figure: https://www.nist.gov/news-events/news/2025/03/nist-selects-hqc-fifth
-algorithm-post-quantum-encryption
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Questions?
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