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ChipWhisperer Lab

There will be a 4 hour lab session on Friday, next week we go back to 2 hours.

Exercises sessions can be used for any of the assignments, also the CW lab.

Do you prefer an extra guest lecture or an extra exercise / lab session later?

4



Technical Essay

You should start thinking about groups and topics for the technical essay.

Deadline for proposal is October 31st, but I recommend you to start earlier.

How many are busy with the Advanced Ethical Hacking exam on Nov 17th?
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Reference Group Meeting

We will schedule another reference group meeting soon.

Please provide feedback about the course to the members.

Anything in particular you would like us to discuss?
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Black Box Crypto

We design the security of a cryptographic scheme to follow Kerckhoff’s
principle: if everything about the scheme, except for the key, is known,
then the scheme should be secure.

We analyze the scheme mathematically as black-box algorithms that take
some (public or secret) input and give some (public or secret) output, and
prove it secure concerning the algorithm description and the public data.

However, security depends on your model. In practice, it matters how these
algorithms are implemented and what kind of information the physical system
leaks about the inner workings of the algorithm computing on secret data.
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Leakage

▶ The time it takes to compute...

▶ The power usage while computing...

▶ The electromagnetic radiation...

▶ The temperature variation...

▶ The memory pattern accessed...

▶ The sounds your laptop makes...
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Exploiting Leakage

▶ Timing or power traces can leak secret bits

▶ Fault injection might leak dummy operations

▶ Differential analysis allow statistical attacks

▶ The adversary can choose the input (adaptively)

▶ The secret key might be static and re-used
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Attack Categories

▶ Remote vs physical attacks

▶ Software and hardware attacks

▶ Passive vs active attacks

▶ Invasive vs non-invasive attacks
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Preventing Leakage

▶ Constant time operations and algorithms

▶ The result must depend on all operations

▶ Randomize input and/or secrets each time

▶ Split secrets into random additive shares
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Learning With Errors (LWE)
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Visualization of ML-KEM
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ML-KEM KGen and Enc

Figure: Q:Which operations might leak information?
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ML-KEM Dec

Figure: Q:Which operations might leak information?
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Visualization of ML-DSA
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ML-DSA

Figure: Q:Which operations might leak information?
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Leakage

▶ Norm leakage from sampling keys or masks

▶ Hamming weight of secrets multiplied with A

▶ Norm leakage of rejected signature samples

▶ Fault injection to avoid rejection sampling
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LWE Hints
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LWE Hints

23



Contents

Announcements

Recall: Side-Channel Attacks

Recall: ML-KEM and ML-DSA

SCA-Resistant PQC Signatures

24



NIST PQC Submission Requirements
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Protection Techniques

▶ Constant time sampling of secret vectors

▶ Avoid rejection sampling in signatures

▶ Masking multiplication of secret values
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Raccoon DSA

Figure: https://eprint.iacr.org/2024/1291.pdf
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Trade-offs PQC DSA
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t-Probing Model
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Difficulty of Masking
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Masking Dilithium
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Masking Raccoon
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Impact on Modulus
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Comparison
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Comparison

Figure: https://raccoonfamily.org
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Further Work

Side-channel analysis and protection for PQC is an active research area.

It is a great topic for a master’s project to study a PQC KEM or DSA in detail,
conduct experiments, test protection mechanisms, and provide analysis.

It is also possible to do a lightweight analysis for your technical essay.
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Questions?
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