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Cryptography Today
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Cryptography Today
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Cryptography Tomorrow
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Quantum Computers

▶ Quantum computers are not better; they are different

▶ They will generally be worse, but do specific things better

▶ In theory, they can break public key encryption and digital
signatures based on factoring and discrete log assumptions

▶ There are many recent developments in quantum computing
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iMessage

Figure: https://security.apple.com/blog/imessage-pq3
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GitHub

Figure: https://github.blog/engineering/platform-security/post-quantum-secur
ity-for-ssh-access-on-github
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NIST Standards
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Recall: Computational Diffie-Hellman

Let G be a group of prime order p and g be a generator for G.

Sample a, b uniformly at random from Zp. The Computational
Diffie-Hellman problem is, given g , ga, and gb, to find gab in G.
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Recall: Learning With Errors
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New: Short Integer Solution (SIS)
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SIS Hardness

The Short Integer Solution problem gets harder when...

▶ the dimension gets larger

▶ the secret values gets smaller

▶ the modulus gets larger

This is opposite of LWE with respect to norms!
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Hardness of LWE and SIS
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Survey

Figure: https://eprint.iacr.org/2024/1287.pdf
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Recall: Schnorr Signatures
Signer(s ← Zp, t = g s) Verifier(t)

Sample r ← Zp

Compute R = g r

R

Sample c ← Zp

c

Compute z = r + cs mod p

z

Check if g z · t−c = R
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ML-DSA
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Visualization of ML-DSA
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Sizes
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Performance
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Signatures in TLS
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FN-DSA (FALCON)
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FN-DSA (FALCON)

▶ Based on a different lattice-assumption called NTRU

▶ Smaller keys and signatures compared to ML-DSA

▶ Much more complex key generation and signing algorithms

▶ Very difficult to secure against side-channel attacks

▶ The standard is not ready yet and the scheme might change
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SLH-DSA (SPHINCS+)
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SLH-DSA (SPHINCS+)

▶ Only based on the security of hash-functions

▶ The most conservative design for signatures

▶ Small keys but large and slow signatures

▶ Great fit for certificates or code signing

▶ There exists more efficient stateful versions

▶ Easy to implement securely in hardware
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Additional Signatures

Figure: https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8528.pdf
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https://nvlpubs.nist.gov/nistpubs/ir/2024/NIST.IR.8528.pdf


Additional Signatures

Figure:
https://csrc.nist.gov/projects/pqc-dig-sig/round-2-additional-signatures
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Additional Signatures
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The Next Steps

▶ The new FALCON and HQC standards must be completed

▶ The additional signature competition must be completed

▶ Standards for KEM and DSA must be included in TLS etc.

▶ Extensive research into side-channels and implementation

▶ New research designing other schemes from same assumptions

▶ Update and upgrade existing protocols and systems to PQC
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Questions?
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