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Previously, I was Assistant Professor for 7 years in Brazil.

Currently, Associate Professor at AU for (8 + ε) years.

My research interests are:

• Cryptographic Engineering

• Computer Security

• Privacy and social impacts of technology

Currently: member of Cryptography & Security research group.
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As part of my research, I have looked into:

e-Voting systems Secure messaging apps
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MSc. Students asked to perform a preliminary security analysis 

for apps collecting sensitive data in the following fields:

• Financial: banking and payments

• Healthcare: medical data and COVID contact tracing

• Transport/travel: train/bus tickets, booking hotels

• Social Networks: preferably a local one

• e-Government: there are plenty in Denmark!

I help to review results (grading), disclose to institutions, uphold 

ethical standards.
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The scope of the analysis is:

• Software security: decompilation/reverse eng, keywords

• Network security: client-side and server-side quality of TLS

• Authentication: factors and their assurance

• Privacy: nature of collected data, integration, policy

We use widely accessible free/open-source tools.
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The timeline is roughly the following:

• April: rules of engagement, spec, students commit to app

• Late April: instructor contacts parties

• May: actual work, urgent disclosures

• Early June: hand-in of reports

• Late June: exams, cross-validation, assessment

• July-August: coordinated disclosures

Probably the fastest security assessment in a course worldwide.
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Running the course for 8 years shows some trends:

1. The GOOD: SSL/TLS deployments

2. The BAD: privacy policy + cryptography issues

3. The UGLY: session management + API design + authentication

DATA: ~180 different applications analyzed so far.
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High-quality SSL/TLS connections:

1. Plaintext nowhere to be seen

2. TLS versions are reasonably 

up to date

3. MITM progressively 

harder (certificate pinning)

Partial credit to Android devs!

Please, do not override defaults to allow plaintext/user certs.
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Some recurrent low-severity issues:

• Homebrew cryptography (CBC, no AEAD, weak algorithms, 

weird combos)

• Logging enabled in release builds

• Overly permissive shared activities

• Incomplete or total lack of privacy policy

• Permission inflation (mitigated in modern Android)

• Hardcoded API keys absolutely everywhere...



DIEGO F. ARANHA

20 SEPTEMBER 2021 ASSOCIATE PROFESSOR
DEPART MEN T OF COMPUT ER  SCIENCE

AARHUS

UNIVERSITY

Overskrift én linje

Light eller AU Passata Bold THE UGLY

The nightmare-inducing stuff:

• Classical password issues (short/predictable, brute-forceable)

• No client-side hashing of credentials (debatable)

• No multi-factor authentication (SMS not enough)

• Improper auth workflows (unverified e-mails, reset/delete)

• Insecure API allows UI manipulation, cross-user data access

• Session management (no expiration, TLS downgrade)

• Session keys without limits (full backend write in one case)
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The stuff which will eat your children at night:

• Trusting the client device for security

• Publicly available buckets

• Leakage of private data through APIs

• Privilege escalation flaws
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263(a) A fine or imprisonment of up to 1 year and 6 months shall be imposed on 

anyone who, without authorization,

1) commercially sells or widely distributes a means of access to a computer system 

or data,

2) attempts a large number of accesses to a computer system or data

3) acquires access to a computer system or data.

If the acts mentioned in subsection 1 are committed under particularly 

aggravating circumstances, the penalty may increase to imprisonment of up to 6 

years. Particularly aggravating circumstances are considered to be cases where 

the disclosure, etc. occurs on a particularly large scale or involves a particular risk 

of significant damage or extensive misuse, or where both subsection 1, no. 1 and 

no. 3, letter c, have been violated.
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The law imposes multiple obstacles:

• The writing is quite evasive, technical terms undefined

• It does not require evidence of malicious intent

• Repercussions for minor criminal offenses are broad in DK

• Case law shows several convictions, with sentences 

suspended or deferred

Minister of Defense stays that anonymous disclosure to CSIRT is 

possible, so no changes to the law are needed. :)
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- Attempted hacking is punishable: Convictions are possible 

even without successfully accessing a system.

- No damage or data theft required: Unauthorized access itself 

can constitute a criminal offense.

- Penalties vary significantly: From conditional convictions 

without a fixed punishment to several years in prison (CSC case).

- Authorization matters: Technical ability to access a system 

does not necessarily imply legal permission.

- Ethical hacking remains legally uncertain: Case law provides 

little clarity on good-faith vulnerability research and disclosure.
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Usually, it is the most tense part of the process, performed after 

the exams to have no impact on grading (unless urgent).

We follow the general process below:

• Find security-relevant contact at the affected party (hardest)

• Send summary of the findings and ask for secure channel

• Disclosure of reports (with feedback incorporated)

• No need to agree on timeline for fixes (no public disclosure)

• Now we also help with vulnerabilities not found in the course
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Usually, it is the most tense part of the process, performed after 

the exams to have no impact on grading (unless urgent).

Some interesting notes about the process:

• Around 25% of parties will request a live meeting/call

• Contact national Data Protection Authority in case of data 

breach, tip about incoming disclosure

• As per the GDPR, parties have 72h to respond and mitigate

• Loophole: companies decide if there is risk to users :)
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Some improvements this year:

• Partnership with Security Tech Space as middle-entity

• Partnership with Defend Denmark, a bug bounty platform

• Partnership with other universities on aligning the processes

• Tighter workflow to enforce ethical boundaries

• Hall of Fame to advertise the work

The better well-known the effort, the higher the resilience is.
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- The beginning is a bit bureaucratic, shorten it

- Focus less on coordinated disclosure

- Add something about incentives, law protects companies

- Something about no GDPR fines and compliance with NIS2 regulations
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If you already received our contact, hi!

If not, we are just trying to help :)

dfaranha@cs.au.dk
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UNIVERSITY
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