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Reference Group Meeting

We now have four reference group members:

▶ Adrian Tokle Storset (adriats), from MSTCNNS

▶ Daniel Nils Braun (danienbr), exchange student

▶ Jiaqi Chen (jiaqic), from SECCLO

▶ Emil Bragstad (emil.bragstad), from MTKOM

The first meeting will be on September 23rd. Please provide feedback!
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ChipWhisperer Lab

The lab assignment is published on the wiki together with installation
guidelines. Everyone can pick up a CW Husky or CW Level 1 set from
the CRYPTO-LAB in Electro A176 (remember to register in the form).

We will have one lecture (Fridays 1015-12) and two lab sessions (Tuesdays
0815-10 and Fridays 12-14) per week while working on side-channel attacks.
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Black Box Crypto

We design the security of a cryptographic scheme to follow Kerckhoff’s
principle: if everything about the scheme, except for the key, is known,
then the scheme should be secure.
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Black Box Crypto

We design the security of a cryptographic scheme to follow Kerckhoff’s
principle: if everything about the scheme, except for the key, is known,
then the scheme should be secure.

We then analyze the scheme mathematically as black-box algorithms that
take some (public or secret) input and give some (public or secret) output,
and prove that it is secure concerning the algorithm description and the
public data with respect to the underlying hardness assumptions.
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Black Box Crypto

However, security depends on your model. In practice, it matters how these
algorithms are implemented and what kind of information the physical system
leaks about the inner workings of the algorithm computing on secret data.

8



Black Box Crypto

However, security depends on your model. In practice, it matters how these
algorithms are implemented and what kind of information the physical system
leaks about the inner workings of the algorithm computing on secret data.

Q:What kind of information do you think might leak?

8



Leakage

▶ The time it takes to compute

▶ The power usage while computing

▶ The electromagnetic radiation...

▶ The temperature increase...

▶ The memory pattern accessed...

▶ The sounds your laptop makes...
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Figure: https://eprint.iacr.org/2013/857.pdf
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Examples

▶ Credit cards connecting to ATMs

▶ Applications sharing resources

▶ Some publicly available crypto API

▶ Malware on your phone or laptop

▶ Crypto currency hardware wallet

▶ Cloud key management systems
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Side-Channel Attacks

Side-channel attacks (SCA) are attacks that exploits physical leakage in an
implemented scheme to break the underlying cryptography, that is, by
extracting the secret keys.

We can categorize the attacks in several different ways.

Q: Can you, based on the list of leakage, imagine how?
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Side-Channel Attacks

▶ Remote vs physical attacks

▶ Software and hardware attacks

▶ Passive vs active attacks

▶ Invasive vs non-invasive attacks
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Remote vs Physical Attacks

Some side-channel attacks can be executed remotely, given information
about how the algorithm is computed and access to timings or remotely
shared sound.

For example decryption or signing queries online (remote server or WLAN) or
sound through a feed (e.g. video call).
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Figure: https://www.rambus.com/wp-content/uploads/2015/08/TimingAttacks.pdf
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Figure: https://crypto.stanford.edu/~dabo/papers/ssl-timing.pdf
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Software vs Hardware Attacks

Some algorithms are computed in software and others in hardware, e.g.,
specialized circuits for computing AES or RSA.

This might impact memory allocation and SCA protection.
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Passive vs Active Attacks

Some attacks are possible just by listening for information leakage, while
other attacks requires the adversary to take a more active role, e.g., by
creating (adaptive) queries.
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Figure: One power trace might reveal the whole key

20



Figure: https://paulkocher.com/doc/DifferentialPowerAnalysis.pdf
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Invasive vs Non-Invasive Attacks

An adversary that only measure time, power consumption or electromagnetic
radiation is non-invasive.

An active adversary with physical access to the devise might apply
semi-invasive attacks using heat or lasers to interfere wit the execution of
programs (without destroying it).

An active adversary with physical access to the devise might apply
(potentially) invasive attacks by opening the chip to probe the circuitry in the
silicon itself to reveal secrets.
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Checking Passwords

Figure: Q:What can go wrong here?
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Cracking Passwords

Possible vulnerabilities:

▶ The time depends on password length

▶ The time depends on correct guesses

▶ The attacker has unlimited trials

Protection: The time it takes to check must be independent of secrets, and
we must rate-limit the number of trials.
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SCA Protection

▶ Constant time (secret independent) code

▶ Randomization of (secret) computation

▶ Fault injection protection mechanisms

▶ Many other measurements...
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Figure: https://csrc.nist.gov/pubs/fips/140-3/final
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Figure: https://eprint.iacr.org/2016/1123.pdf
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Figure: https://tjerandsilde.no/files/Comparative-Study-of-ECC-Libraries-for
-Embedded-Devices.pdf
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Questions?

31


	Announcements
	Black Box Crypto
	Side-Channel Attacks
	Password Example
	SCA Protection

