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About me

» Cryptographer at Thales Norway

= Supervise cryptography use and implementations in our projects
(and security more broadly)

= Implement both software and hardware (VHDL)

» Mostly cryptography

» Teach TEK4500 - Introduction to Cryptography at UiO
= hitps://www.uio.no/studier/emner/matnat/its/TEK4500/h24/
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https://www.uio.no/studier/emner/matnat/its/TEK4500/h24/

Why FPGAs?

« High performance

Low latency

Flexibility

Precise contirol over:

= running fime

FPGA applications:
« Aerospace and avionics

" resource usage

- ASIC prototyping - Digital signal processors
« Defense and military
* Regulatory requirements « Medical devices

« General hardware accelerators
(e.g. cryptography)
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FPGA - Field Programmable Gate Array

Bitstream
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FPGA - Field Programmable Gate Array

Bitstream

Co““'\g\)(6 @

Implementations
SRAM (volatile, re-programmable)
Flash (non-volatile, re-programmable)
Anfifuse (non-volatile, one-tfime programmable)
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FPGA - Field Programmable Gate Array

Bitstream

(%

Implementations
 SRAM (volatile, re-programmable)
» Flash (non-volatile, re-programmable)
« Antifuse (hon-volatile, one-time programmable)
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FPGA components
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Modern FPGAs
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& XILINX. 7 Series FPGAs Data Sheet: Overview

Spartan-7 FPGA Feature Summary
Table 2: Spartan-7 FPGA Feature Summary by Device

CLB Block RAM Blocks(®)
pevice cells Siices) | Distributed | 51°25® | 1gkp | askp | Max CMTS®) | PCle | GT | glodks | Banks® | 1O
RAM (Kb) (Kb)
XC7S6 6,000 938 70 10 10 5 180 2 0 0 0 2 100
XC7515 12,800 2,000 150 20 20 10 360 2 0 0 0 2 100
XC7525 23,360 3,650 313 80 90 45 | 1,620 3 0 0 1 3 150
XC7S50 52,160 8,150 600 120 150 75 | 2,700 5 0 0 1 5 250
XC7S75 76,800 12,000 832 140 180 90 | 3,240 8 0 0 1 8 400
XC75100 102,400 16,000 1,100 160 240 120 | 4,320 8 0 0 1 8 400

Notes:

Each 7 series FPGA slice contains four LUTs and eight flip-flops; only some slices can use their LUTs as distributed RAM or SRLs.
Each DSP slice contains a pre-adder, a 25 x 18 multiplier, an adder, and an accumulator.

Block RAMSs are fundamentally 36 Kb in size; each block can also be used as two independent 18 Kb blocks.

Each CMT contains one MMCM and one PLL.

Does not include configuration Bank 0.

W=
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FPGA design flow

Netlist Ploce & Route

Bitstream

Check Report

i

Simulation Timing analysis
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FPGA design flow

Netlist Ploce & Route

Bitstream

VHDL or Verilog
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HDL coding
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Synthesis

library IEEE;

use IEEE.STD_LOG IC_1 164 .ALL;

use IEEE.STD_LOGIC_ARITH.ALL;
use IEEE.STD_LOGIC_UNSIGNED .ALL;

entity Test Counter VHDL is

Port ( Clk_xxxHz : in std_logic;
Step _Clk : in std_logic; Clock>
Select Clk : in std_logic;
Clr, Count_Enable : in std_logic; Inputo
Bed0 ,Bedl ,Bed2 ,Bed3 @ out std logic vector (3 downto 0)); Input10
end Test_Counter VHDL; ,
architecture Behavioral of Test_Counter VHDL is
Signal Q: std logic_vector ( 15 downto 0);
Signal Clk: std logic; WDM1E; }
begin Input2
== 2x1bit multiplexer: Clk_xxx or Step Clk = [Btn0] FD
Clk <= Clk_xxxHz when Select Clk='1l' else I—-+{>**T N o o D 0outputo
Step_Clk; Input3E—— I?v
——pC
process ( Clk, Clr) Input8&>— - 1
begin Inputom— d
if Clxr="1" then _—
Q <= (others => '0"): -- "0000000000000000" nput4D— Input?
elsif rising edge( Clk) then ot
if Count Enable='l' then o a
Q<=E+1; Inputs>— —>0utput1
end if;
; L —pe
end if;

end process; Inputs C——

Bed3 <= Q (15 downto 12) ;
Bed2 <= Q (11 downto 8);
Bedl <= Q( 7 downto 4);
Bed0 <= Q( 3 downto 0);

end Behavioral;
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Technology mapping (synthesis)
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Input/Output Blocks
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Place & Route
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FPGA design flow
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FGPA circuits - high level view

clk

THALES
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VHDL

library IEEE;
use IEEE.std_logic_1164. all;

entity my_circ is

port (
X : in std_logic
y : in std_logic
z . in std_logic
v: in std_logic
w: in std_logic X s T
s: out std_logic y A =
);
end my_circ ;
%/ | B s 2 S
architecture impl of my circ 1is

signal s_1: std logic ; W —] C 5.9
signal s 2: std logic ;

signal s _3: std logic ; my_circ
begin

s 1 <=xandy; - A

S 2<=z orv; - B

s 3<=v and (not w); - C+D

S <=s 1 or s 2 or s 3 - E
end impl ;

THALES




VHDL

entity my_larger_circ 1is

port (
X 1x 2x 3x 4x 5 in std_logic
y ly 2 . In std_logic
Z X out std_logic
)i

end my_larger_circ ;

architecture impl of my_larger _circ 1is
signal s_1,s 2: std _logic ;
begin

i_my_circ_1: my_circ port map (
X=>x_1,
y=>Xx_2,
Z=>X_3,
w=>Xx 4,
v=>x_5,
s=>s 1),
i_my_circ_2 my_circ port map (
X=> x_5,

1
V
X

I

Y%

x
N WA

N

w< s N<
1
Y%
il

11l
VvV VvV

(7]
g

z<=s_1 and s_2;

end impl ;

’

’

Nt

NN —

X

y_2

X
Yy .
Zmy_circ s
o MY-CiS s[5 1
\\%
s 2
X
y .
zmy_circ s
\%
\\%

my_larger_circ

-
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VHDL

entity my_program is

port (

clk . In std_logic
X 1x 2x 3x 4x 5 . In std_logic ;
y 1y 2 . In std_logic ;
S : out std_logic

)i

end my_program;

architecture rtt  of my_program is
signal z: std logic ;
signal r : std _logic ;

begin

i_combinatorial . my_larger_circ
port map (x_1,x 2,x 3,x 4,x 5,y 1,y 2,2);

p_store_output : process(clk )
begin
if rising_edge (clk ) then
r<=z
end if;

end process;
S <=r;

end rtl ;

><|>< |>< |>< I><
ORrWON—

N
N —

clk

my_larger_circ

>

my_program

THALES




THALES

3 10:36:43 Glar @
THALES Stiprat S 2t &
Key Materlal Ko To: Kay Allocate to QU
. 202000001 v 20201201
‘ Aok =
| i : e e 2020/12/01 \
Claasification

Shost title Ediion Rognn  Seg. Transaciion type |
NMIED 9000 BPTHEK B v . Kay Alloceta to OU
P womnemax Bl W o el ou

* Short Title Edition
p e B v o o NMSD 9000 PPTKEK  [RAJ
HM3D 9000 TREK B v o Key Allecaty (5 00
= Ragister No Segmant
") Nwso w000 perex . - 1908 9
&, mn R NIASB 9300 THEK B o Kay Allo<sto to OU
MusDwooerkee  WEE W o Koy Alocats 16 OU s i
Production
. & HMED 9000 PPTKEK - 10 0 Kay Allocata 1o Oy Nm
P
L ] =)

T —

Cryptography in VHDL




AES in FPGA

How to draw an owl

1. Draw some circles 2. Draw the rest of the fucking owl
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Compact design

THALES

key

clk

ptx

vV VY

P

Full Key
Xpansion

Add
Rnd Key

AES

T
V

Round function

Sub

Bytes

\ 4

Shift
Row

\ 4

Mix
Colum

Add
Rnd Key

ctx




Pipelined design

THALES

key

clk

ptx

AES
:> Full Key
I Expansion
\ 4 \_,{ A 4 L A\ 4 L \ 4
| Add > ,| Round > ,| Round N ,| Round
| Rnd Key function function function

ctx




Fully pipelined design
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High throughput implementations

Table 2 Implementation results and comparison

References Devices Frequency, Slices Slices Occupied BRAM Throughput, FPGA-Eff, Mbps/slice
MHz register LUT Slices Gbps LUT  Occupied
this work Virtex-5 XC5VLX85 622.4 19,123 14,966 5974 0 79.7 5.3 13.3
[5]2 Virtex-5 XC5VLX85 348.8 30,806 0 178.62 5.8
[23] Virtex-5 XC5VLX85 576.0 — 22,994 — 0 73.7 3.2 —
[24] Virtex-5 xc5vfx70t 460.0 — — 9756 0 60.0 — 6.1b
[25] Virtex-5 XC5VLX85 528.4 — 3557 — 0 67.6 19.0 —
[13] XC2V6000-6 1947 — — 3720 249 — 6.7
[26] Virtex-5 91.6 — 2030 — 28 0.9 0.5 —
XCS5VFX70T
[27] Virtex-5 XC5VLX50 425.0 922 564 303 10 1.3 2 3b 4.4
[28] Virtex-5 XC5VLX50 2422 — 5256 1745 0 3.1 0.6° 1.8b
[29] Virtex-5 XC5VLX50 339.1 — 1338 399 0 43 3.9b 10.8b
[30] Virtex-5 xc5vix110t 250.0 — — — 0 31.2 — —

4t has four cores; to make a fair comparison and according to [5], the throughput should be divided by four. The throughput for a single core is 178.62/4 = 44.7 Gbps.
hI'i«‘lanuastllj,r calculated.
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Low area implementations

. _
Design Dec” ;ﬁay Device slices | LUT FFRETIlzﬁ BRAM | DSPs (M{-lz) Thf(ﬂjlﬁigtl;sl;m
Basic o Virtex-5 03 | 245 | 274 | 7838 | 2x36K 4 550 1.76
Round o Virtex-5 277 | 204 | 601 | 1432 | 8x36K 16 485 6.21
Unrolled o Virtex-5 428 | 672 | 992 | 1696 | 80x36K | 160 | 430 55

Saar Drimer, Tim Guneysu, and Christof Paar. DSPs, BRAMs and a Pinch of Logic: New Recipes for AES on FPGAs.

https://saardrimer.com/sd410/papers/aes_dsp.pdf
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Timing analysis - critical path vs. clock frequency
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Protecting FPGA bitstreams

Bitstream

y
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Protecting FPGA bitstreams

Bitstream

Stored in non-volatile
memory outside FPGA

Bitstream design a business secret
(or even a national/military secret)
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Protecting FPGA bitstreams

Stored in battery-backed RAM (BBRAM) Bitstream

Authenticate bitstream with vk
Decrypt bitstream with K

g:_ Digital signature

Stored in fuses
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Security Tools and Resources

FAQ's

Privacy Policy
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Unpatchable ‘Starb
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Xilinx FPGA - Starbleed attack

The Unpatchable Silicon: A Full Break of the Bitstream Encryption of
Xilinx 7-Series FPGAs

Maik Ender”, Amir Moradi” and Christof Paar""

'Horsg Goertz Institute for IT Security, Ruhr University Bochum, Germany
"Max Planck Institute for Cyber Security and Privacy, Germany

Abstract
The security of FPGAs is a crucial topic, as any vulnera-
bility within the hardware can have severe consequences, if
they are used in a secure design. Since FPGA designs are
encoded in a bitstream, securing the bitstream is of the utmost
importance. Adversaries have many motivations to recover

and manipulate the bitstream, including design cloning, IP

gates. The g this logic area;
in analogy to software, the bitstream can be considered the
“binary code’ of the FPGA. On SRAM-based FPGAs, which
are the dominant type of FPGA in use today. the bitstream is
stored on an external non-volatile memory and loaded into
the FPGA during power-up.
In order to protect the bitstream against malicious actors, its
dentiality and authenti must be assured. Il'.m ‘mdnker

theft, manipulation of the design, or design sions e.g.,
through hardware Trojans. Given that FPGAs are often part of
cyber-physical n aviation, medical. or industrial
devices, this can even lead to physical harm. Consequently,
vendors have introduced bitstream encryption, offering au-
thenticity and confidentiality. Even though attacks against
bitstream encryption have been proposed in the past, e.g..
side-channel analysis and probing, these attacks require so-
istica i and consi technical expertise.
In this paper, we introduce novel low-cost attacks against
the Xilinx 7-Series (and Virtex-6) bitstream encryption, re-
sulting in the total loss of authenticity and confidentiality. We
exploit a design flaw which piecewise leaks the decrypted bit-
stream. In the attack, the FPGA is used as a decryption oracle,
while only access to a configuration interface is needed. The

and breaks its he
can reverse-engineer the design, clone intellectual property,
or gather information for subsequent attacks e.g., by finding
cryptographic keys or other design aspects of a system. If
the adversary succeeds in violating the bitstream authentic-
ity, he can then change the functionality, implant hardware
Trojans, or even physically destroy the system in which the
FPGA is embedded by using configuration outside the specifi-
cations. These problems are particularly relevant since Ss
to bitstream is often effortlessly possible due to the fact that,
for the vast majority of devices. it resides in the in external
non-volatile memory, e.g., flash chips. This memory can of-
ten either be read out directly. or the adversary \‘vl\'cldp\ the
FPGA's ion bus during p p. A
microc ller can be used to the FPGA, and conse-

has access to the b

attack does not require any  tools and, ds di
on the target system, can potentially be launched remotely. In
addition to the attacks, we discuss several countermeasures.

1 Introduction

Nowadays, Field Programmable Gate Arrays (FPGAs) are
common in consumer electronic devices, aerospace, financial

and military ap ly, given the
trend towards a connected \mrld d4m driven practices, and ar-
tificial intelli FPGAs play a significant role as hardware

platforms deployed in the cloud and in end devices. Hence,
trust in the underlying platform for all these applications is
vital. Altera, who are (together with Xilinx) the FPGA market
leader, was acquired by Intel in 2015.

FPGAs are le ICs, ining a
logic area with a few hundred up to millions' of repro-

quently, the microcontroller’s firmware includes the bitstream.
When the adversary gains access to the microcontroller, he
also gains access to the configuration interface and the bit-
stream. Thus, if the microcontroller is connected to a network,
remotely attacking the FPGA becomes possible.

In order to protect the design. the major FPGA vendors
introduced bitstream encryption around the turn of the mil-
lennium, a technique which nowadays is available in most
mainstream devices [1,56]. In this paper, we investigate the se-
curity of the Xilinx 7-Series and Virtex-6 bitstream encryption.
On these devices, the bitstream encryption provides authen-
ticity by using an SHA-256 based HMAC and also provides
confidentiality by using CBC-AES-256 for encryption. By
our attack, we can circumvent the bitstream encryption and
decrypt an assumedly secure bitstream on all Xilinx 7-Series
devices completely and on the Virtex-6 devices partially. Ad-

USENIX Association

29th USENIX Security Symposium 1803

CTF  SHOP  COURSES v  AFFILIATES v

=
nerability Discovered In FPGA




Xilinx Starbleed attack

THALES
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Xilinx Starbleed attack

Bitstream

Decrypt bitstream with K

Reboot

Configure — )
E WR RN i
WBSTA o SE AR

MAQ |AG

m
[T

WBSTAR: 0x23d001

g
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Xilinx Starbleed attack

THALES

WBSTAR: 0x23d001
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Xilinx Starbleed attack

Bitstream

“Read out
WBSTAR"

=

o
Reboot CO . -
KMAC E
= WR
E WBSTAR
E E MAC TAG
WBSTAR: 0x60391d

!

0x60391d
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Xilinx Starbleed attack

THALES
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Xilinx Starbleed attack

Bitstream

“Read out

WBSTAR”

\Hea\der E
Reboot = =
I(MA(.T E
Configure
E W
WBSTA
E E MAC TAG
WBSTAR: 0x833ad7

0x833ad7
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Xilinx Starbleed attack

Bitstream

“Read out

WBSTAR”

e | ¢

Reboot - =
Configure
E WR
WBSTAR
E E MAC TAG

WBSTAR: Oxfe4115

Oxfe4115
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Xilinx Starbleed attack

Bitstream

“Read out

WBSTAR”

Reboot x =
I(MA(I EE
Configure
E WRI
WBSTAR
E E MAC TAG

WBSTAR: Oxde000a

Oxde000a
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Xilinx Starbleed attack

Bitstream

“Read out

WBSTAR”

\Hgder E
Reboot . B
I(MAC E
Configure
E WRHE
WBSTA
E E MAC TAG
WBSTAR: 0x53ca97

!

0x53ca97

Time to fully decrypt bitstream: 26 hours
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Single Event Upsets (SEU)

Incoming Particles Causes Firm Errors
in Configuration Cells for Logic
Modules, Leading to...

-

Incoming Particle Causes Firm Error
in Routing Matrix, leading to...

Misconnected r Functional

o Misrouted Missing
Signal Change

Signal or Signal

Routing Matrix

Logic Module

THALES




SEU mitigation

Silicon

 Built-in Error Detection and Correction
+ Optimized Integrated SRAM Designs
Packaging & Process

- Ultra-Low Alpha (ULA) Materials
+ Material Quality Actively Monitored

Soft Error Mitigation Solutions Silicon

+ Detection, Correction, and Classification
+ Verification and Debug Management

Integrated Design Flow

- Essential Bits Classification
+ ECC-Protected Memory Solutions

Analysis & Verification

+ SEU FIT and Vulnerability Analysis
* Fault Injection for System Validation
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Hardware isolation

2 Arrayl

reset Z
button Z

push,

led [

COMPARE

AES

|iz—l |

AES_R

X1134_01_032210

i
O
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘ - IR~ TR |
w
w
,,,,,,, 7 e P e bl ol b L R o e b ol B WLl Vsl e b
o 2 ]
=< o 1™ -
(=] <°0
: 5
= w 0.3
o
.................... - G ——
w
"
w
o
Z
w
||||||||||||||||||||||||||||| R e e e e S e B

1086

n
1]
-
<
L
-



Protecting FPGA bitstreams
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Figure 2: Seebeck voltage generation in a MOSFET transistor. Figure based on [BHNF13]
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Figure 11: Data dependency of the TLS response. A single bit (bit 120) has been set in
the BBRAM key data which manifests as an irregularity in the measurement result.
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Figure 12: Difference calculation between an “all bits zero” TLS reference and measurement
data quickly reveals which bits are set in the AES key. As an example the right-hand half
of the BBRAM with a single bit set (bit 126) is shown here.
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Anti-tamper

Firmware encryption key

Conductive

Supply and Communication Cable mesh envelope
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Printed Circuit Board

Tamper detection circuit
« Alarm
« Zeroization (erase key + configured design)
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Summary

 FPGAs are powerful and flexible
« Well suited for implementing cryptography

« Comes with unique possibilities and challenges
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